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Private telephone & internet use policy



(Employers are subject to vicarious liability for misuse of electronic media in the workplace – for instance, breaches of copyright, defamation, or obscenity laws. At the same time, statutory safeguards in the form of the Human Rights Act and the Data Protection Act mean that employers should be wary of excessive or unnecessary intercepting and monitoring of computer use.

Your policy needs to balance the need to protect your organisation against vicarious liability with the need to afford your employees the privacy and data protection to which they are entitled by law. It should spell out the dangers of unacceptable use whilst recognising that moderate lawful personal use of work facilities is not an unreasonable ‘perk’. This balance will be helped by a clear statement which sets out the limits of authorised use and which educates employees about how and when their actions can be monitored and investigated. You should spell out the consequences if abuse is detected.

You may also wish to produce practical guidelines for computer management covering issues such as the saving, backup and storing of material, scanning and defragmenting, virus protection, “house style” for public documents etc. This is likely to be a different working document.)
1 introduction

1.1 This policy is intended to give basic guidance on what is – and what is not – acceptable private use of [your organisation]’s telephone and internet facilities by staff. It cannot answer every possible question, nor does it replace the law or existing terms (express or implied) of the contracts between employees and [your organisation]. 

1.2 In 2.1 and 2.2 below, the term “moderate” has deliberately not been defined more precisely. It will depend on circumstances – for example, a worker with defective central heating or a sick dependant might reasonably make or receive more calls than would normally be considered acceptable. Private calls should normally be made and received on personal mobile phones where this is practicable.

1.3 Telephone use includes the use of a telephone line to send or call up a facsimile message (fax).

1.4 If in doubt about whether a particular use of [your organisation] telephone or internet facilities is acceptable, check with your line manager or the Director before doing it.

1.5 You should check with your line manager or the Director before installing or using any service that has not been made available to you. This includes internet “chat” and “instant messaging” programs as well as other software or spy ware. 

1.6 Time spent using [your organisation] telephone and internet facilities for private purposes is not working time.

1.7 Private use of [your organisation’s] telephone and internet facilities is not a contractual entitlement, but a privilege which may be withdrawn either generally or from individuals.

2 what is acceptable

2.1 Moderate use of [your organisation’s] telephone facilities to make and receive short private calls, e.g. to make domestic arrangements or contact people who are hard to reach outside office hours, is allowed. However, private calls should normally be made and received on personal mobile phones where this is practicable.

2.2 Private use of [your organisation’s] internet facilities will be treated similarly to private telephone calls: in other words, moderate use is allowed but the facility should not be abused.

3 What is not acceptable

3.1 Private calls should not normally be made to numbers outside the UK or to mobile telephones. If, exceptionally, a private call is made to such a number then it must be necessary and as brief as possible. Alternatively, and with prior authorisation, the call should be logged and paid for by the person making it.

3.2 Private calls may not be made to premium rate telephone numbers.

3.3 Private use (either by you or your family or friends) of mail accounts set up for [your organisation] (e.g. with [“your organisation”] as part of the address) is not normally acceptable – in the same way that using company headed paper for private correspondence is not acceptable.

3.4 Sending messages/emails using someone else’s name without their express authorisation is not acceptable.

3.5 [Your organisation] mail accounts may not be used for private messages to mailing lists, notice boards or chat rooms or non-business-related discussion groups.

3.6 [Your organisation’s] facilities may not be used to download software or computer games programs.

3.7 [Your organisation’s] facilities may not be used to view, download or search for pornographic or gratuitously violent material, or for tools designed to breach or override copyright protection mechanisms or the security of [your organisation’s] or others’ systems.

3.8 [Your organisation’s] facilities may not be used to copy, print or disseminate copyright materials, whether software or articles.

3.9 [Your organisation’s] facilities may not be used to send abusive or offensive messages or content which would breach our equality and diversity policy, for example racist or sexist messages.

3.10 [Your organisation’s] facilities may not be used to place bets or to trade in shares or options or otherwise for personal gain.

3.11 [Your organisation’s] facilities should not be used to send or forward ‘joke’ or ‘fun’ files.

3.12 You may not attempt to override or breach the security of [your organisation’s] telephone or IT systems or use [your organisation’s] facilities to attempt to circumvent the security of other systems.

4 Your privacy

4.1 Generally, email and other internet use should not be regarded as secure.

4.2 Emails can be compared to postcards: anyone who wants to read them can do so. [Your organisation] cannot offer secure email facilities to staff. Employees should make other arrangements for confidential communications, including correspondence with trade union representatives.

4.3 All use of the internet leaves a trail. Copies of emails you send and receive and details of websites you visit may be seen by other staff members. Details of online activity from [your organisation] computers are also accessible to people and agencies outside [your organisation].

4.4 Remember that any computer you use at work is not ‘your’ computer. Even if you are the only person who normally uses it, other workers may legitimately access it and any files stored on it.

4.5 Telephone bills may show individual call details. Standard audit procedures may mean that you are asked about calls you may have made.

4.6 Unless they have good reason, [your organisation] management will not analyse log files with the aim of tracking individual workers’ emails or other internet activity. However such files are likely to be viewed as a matter of course and evidence or justified suspicion of unacceptable use will be investigated.

5 warning

5.1 Breaches of this policy may lead to disciplinary action. Contraventions of 3.5, 3.6 or 3.9 will be treated as gross misconduct and may lead to summary dismissal.

Related policies
Equality and Diversity

Disciplinary rules and procedures

Relevant legislation

Data Protection Act 1998

Human Rights Act (Article 8)

Dispute Resolution Regs

Criminal Justice and Public Order Act 1999

Protection of Children Act 1978/Obscene Publications Act 1959

Defamation Act 1996

Copyright, Designs and Patents Act 1998

Computer Misuse Act 1990

Regulation of Investigatory powers Act 2000

Lawful Business Practice Regs 2000
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